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O KoMmnaHuu

JTNUEH3NN

®Cb POCCI

Ha paboTy ¢
KpUMTOrpagUyecKnmMu
(WndpoBabHbIMM)
CpeacTBamu

®CT3K POCCHI

200+ ycrl ELL'HO 2 = ’ | ; ,: Ha AeATeNbHOCTb MO

TEXHNUYECKOW 3aLumTe
pPeann3oBaHHbIX MPOEKTOB KOHGUAEHUMANBLHOM

B KypraHckon obnactu - : E5s ¢ HbOPMALMN




Ponb UMPpPOBbIX TEXHO/IOTUN B HALLEN KU3HU

MwnpoBaa S3SKOHOMMKA

o HedTterazonoboiya
o MalwmnHocTpoeHue
o ®uHaHCHI

o MeguunHa

o Cnopt

O ApXUTeKkTypa

o [n3zanH




Ponb UMPpPOBbIX TEXHO/IOTUN B HALLEN KU3HU

[NoBceaHeBHAA *XU3Hb

o ObuieHne, KOMMYHUKaLNK

o Pa3BnevyeHus

o JlomawHee Xx03AMCTBO

(< CBEP

O WHTepHeT «BeLlen»

o ®PuHaHcbl (nnaTexkun, baHkK)

o TpaHcnopT



Ponb UMPpPOBbIX TEXHO/IOTUN B HALLEN KU3HU

[paxaaHuH - focyaapcTeo

rocycnyru

'O DKOHOMMA BpEMEHM

| O Het ovyepeaam

o Het bropokpaTtum




Kanuntanusaumsa

KpynHenwure KomnaHuu mmpa

2013 . 2023 . ‘

1. Apple (UT) S
Kanutanusauns 544 mapg. S - 2131 mnpa. $

2. Microsoft (UT) -
Kanutanusauma 363 mapa. S Microsoft 1820 mnpa.$

3. Saudi Aramco (HedTerasoas oTpac/b)

1670 mnpa,.
Kanutanusauma 257 mapa. S pa. S

4. Alfabet (UT) o
KanuTanusauma 242 mapa. $ GOUSIQ 41 179 mnpa,. S

5. Amazon (UT)
Kanutanusauma 240 mapa. S a\magon 955 mnpa. $



HapyweHune 6e3onacHoCTU MHOPMaLNM

Buaeo ans B3pocnbiX Ha HACTEHHbIX 3KPaHaX CK Boaﬁyn"" YyronoBHoe
B asponoprty B CapaToBe yANBUNO HEMANO NaCCaXXMPOB.
Aeno noclie yreukm AnaHHbIX

Monuuus nwet xynuraHos, B3nomasLlumnx Cetb

nonb3oBaTesien PoccusH npeaynpeaunmo
«Anpexkc.Egbi» HOBOM crnocobe
MoOLUeHHU4YecTBa

Peub unet 06 yTeuke, o KoTopoii «AHnexkc.Ega»
cooOlKaa 1 MapTa M KoTopasd II03[Hee

pacmpocTpaHutack B CeTH B BUIE KapThI € apecaMu.

[leno BO36YOMIN 110 CTATHAM O HapylIeHHH
HENMPUKOCHOBEHHOCTH U HETIPABOMEPHOTO JOCTYIIA K
HHpopMaIuu

B3anomatb uenyio cTpaHy. Bupyc Stuxnet
oKa3ancs yactbio nnada CLUA no
KnbepHanapeHuio Ha UpaH

KinenTsr CoepbaHKa onaay Ha YepHbII
prHOK rus.DELFLIv | 18 pespans 2016, 06:25 Q 2 KoMMeHTapHA B ceTb HOTeHu“a"bHO

Vreuka 3aTpOHYJIA BJIAJIEJIBIIEB KPEJUTHBIX KapT

. e : nonanu gaHHble 25 MJH
— q g PR knueHToB COA3K BmecTe C
‘ - A - beBpanbCKUM NHLUMOEHTOM
> | aTa yTeyka KoMnaHum MoxXeT
CTaTb KPYNHENLLEN STOM
rogy

DKcnepThl cOOOIIUIN 0 HOBOH yTeuke JaHHbIX B CIIDK,
KOTOpas MOIJa KOCHYTbCA 25 MIIH [ToIb30oRaTenel 1 30
ThIC. KOHTpareHToB. HecMoTpsA Ha IUIaHbI BIacTel
Y*KE€CTOUMTD OTBETCTBEHHOCTD 3a TAKHE HHIHIEHTEHI,
COBCeM NMPEeKPATUTh UX He TIOJIYUYHUTCS




JKOHOMMUYECKME MacLUTabbl yrpos

1. MNpopaxa ToBapa Ha 6 mapa. $ B AeHb

2.400 ThiC. CcAeNoK B CeKyHAay AliE.fXDI‘ESS

@ 1. 3,5 M/H YenoBeK B OeHb

WILDBERRIES 2. >290 mnppn. p. Bblpyydka B 2022




3awmTta nHbopmaumnm

TGS ObecneyeHne CBOEBPEMEHHOIO U HaEXHOro gocTyna

K MHpopmMauunm n nHPopMaLMOHHbLIM cepBucam

OTcyTCcTBME HENPABOMOYHbIX UCKaXXeHUN, 0baBNEHUN

LlenocTtHOCTb

NN YHUYTOXEHUS MHopMaLn

[ocTynHOCTb MHJOpMaLMK TONLKO ornpeaesiEHHOMY
KoH$unaeHUManbHOCTb

Kpyry nu




300G '

JlocTynHOCTb MHbOPMaLUK

Thl O4EHb KpacKeasn 15:25

ot

Telegram Desktop

; Eva Summer
Search %
onllne
&% Death Star 3.0 7:15 PM
Darth: I'll trust you. For now. »

Eva Summer 11:28 PM

Reminds me of a Chinese prove... | finally visited Earth.. The nature here is fantastic!

o 00:07
11224 PM v

Lena Oxton 7 9:17 PM
© Sticker

Mom 8:02 PM

Don't forget your blaster and helmet

&% Pandas HQ 1:14 AM
Eva: Photo

YaanuTe 370 coobueHme?

things that you didn’t do than by the ones you did do, so
throw off the bowlines, sail away from safe harbor, catch the
trade winds in your sails. 11:28 PM &

2% 0ld Pirates 0:02 AM

Takxke yaanute ana EceHuA

Jack: Yo-ho-ho, all aboard!

Mark Twain said that « 1128 pi1

Max Bright 7 Mon

Coffee time? &

OTmMeHa Ypanute

Mary Sue
Twenty years from now you will be more disappointed by t...
Reminds me of a Chinese proverb: the best time to plant a
tree was 20 years ago. The second best time is now. .55 pys

-

ee Mon

We can call it Galaxy Star 7 ;)

Alexandra Z Mon
Workout_Shedule.pdf @ | te a message @ k!/



LlenocTtHOCTb MHbOpPMaLUK
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Tbl 04YEHb KpacKBas /
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Telegram

The world’s fastest messagd
1t is free and secure.

ing apPp- Tbl HE o4eHb KpacuBas {od / l
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CpepacTBa 3aLuTbl MHGOPMALUM

AnnapaTtHbie
TexHu4yeckue <
dopmanbHble
NporpammHbie

CpeactBa 3awWmThl

MHpOpMaLUm
OpraHu3auMoHHbIe

HedopmanbHbie MopanbHo-3TUYECcKHue

3aKoHopaaTeNbHble




Mpumep opraHu3aLum 3aWnTbl MHPOPMaL UK

Y nanennslii odpuc

I'panuya ceiJ(tu

I'naBubIi 0duc

WNurepuer

A
|
1} paHu%;a cemu

@ KoHpunenuuanpHas
M

uHpopMaIus

Cepsepbl
(kopmopartuBHBIE CE€pBUCH) i ————————- [Totoxu uxdopmarmu




3almTa BHEWHEro nepnumeTpa

Ynanennsiii oguc TAK ViPNet xFirewall - mrio3
0e30IacCHOCTH, 00eCIIeYr BAIOII i
0oOHapy>XKeHUE W HEHUTPaITH3aAITHIO

CETEBBIX BTOPXKECHUN

H w ITAK ViPNet Coordinator -
KPHIITOIILTIO3, 00eCriey MBaIOIIH it
{—> mmpoBaHre CeTeBOro Tpaduka

Tpanudya ce}flu

VPN TOCT

I'naBubl1i 0duc

@ KondpunenunanpHas
v

nHpOpM AWt

Cepaepsl
(kopmopaTuBHbIEC CEPBUCB) i ——————-— [MoToku nHpOpManmn




MerxkceTteBon akpaH ViPNet xFirewall

ViPNet xFirewall 5000 ® Poousmmmcrares v | Qo @

JKypHan peructpayuu IP-nakeToB

m CTaTUCTUKA M XKYPHaNbI ~

@uneTp IP-nakeToe v~ PesynbTaT GUALTPaUMK 3a nocnegHue 24 yaca, ¢ 08.11.2023 10113 MokazaHo 1000 zanvcei
COCTORHWE CHCTEMbI f v uneTpau A m ‘i' | c') ‘ | &}
JypHan IP-nakeTos = = [onb3cear.. lNpunoxexne MpwknagHon npoToken  TpaHcnopT.. TMopT MCTOUHMKE MopT HasHaueH... Koneu uHTepeana Konuuec.. Pasmep CobbiTve DuUNbTpLI M NpaBuna
MFTP [« HewnssecTHo He onpenenex 6-TCP 9991 45322 10113:31,09 Hos6 2. 3 0 67 - OTMedeH IPS nopcHcTeMol Kak nofo3..  Mpasdne IPS -
- [« HewnzsecTHo He onpegenex 6TCP 443 39980 10:13:31,09 Hoa6 2. 1 0 67 - OTMeueH IPS NofcHCTeMoi Kak nofos.. Mpasuno IPS
ATHCTHKE
Q< HeuzsecTHo DNS 17-UDP 54172 53 10:13:31,09 Hoa6 2. 1 72 31 - Tpau3uTHsIA IP-nakeT GnokmpoeaH gu...  Blacklist_back
CuCTEMHBIA Han
el Q< HenzsecTHe DNS 17-UDP 49458 53 10:13:31,09 HorG 2... 1 72 31 - TpaHauTHbIA IP-nakeT GnoknposaH bu... Blacklist_back
KypHan Failover Q= HeuzsecTHo DNS 17-UDP 33184 53 10:13:31,09 HoR6 2. 1 45 31 - TpaHauTHsIA IP-nakeT Gnokuposak du..  Blacklist_back
E‘ MexXCeTeso aKkpaH v o [« HenzsecTHo DNS 17-UDP 54323 53 10:13:31,09 Hoa6 2.. 1 45 31 - TpaHauTHbIA IP-nakeT GnokuposaH ... Blacklist_back
Q [« HeussecTHo HeussecTeH 6-TCP 52971 16769 10:13:32,09 Hoa6 2. 1 44 30 - NokanbHbii IP-nakeT 6nokuposak du..  Default local rule
O TNpeaoTepalleHue BTOPKEHUA
O [« HeuseecTHo HeussecTeH 6-TCP 42852 45232 10:13:30,09 Hoa6 2. 1 40 30 - MokanbHbii IP-nakeT 6nokuposak gu...  Default local rule
{3 Mpuknaakbie cepeuchi v O [« HewnssecTHo HewnzsecTeH 6-TCP 49088 23 10:13:32,09 HoRG 2., 1 60 30 - [lokancHeik IP-nakeT Gnoknpoeak ¢m..  Default local rule
H CeTeBbie HACTPOIKH ¥ O [« HewzsecTHe Heuzsecten 6-TCP 50120 443 10:13:31,09 HoaG 2. 2 120 30 - MTokancHeif IP-naket Gnoknpoead ¢u..  Default local rule
" [« HeT panHbIX HeT nauHbIxX 6-TCP 5625 443 10113:32,09 Hos6 2. 6 1173 62 - TPOMYLLEH OTKPbIThIA TPaHIUTHbIR IP-... 2
m CHCTEMHBIE HAaCTPOWRKM ¥
W [« HeWssecTHD TCP 6-TCP 5625 443 10013:30,09 Hos6 2. 1 60 62 - MponyLieH OTKPbITbIA TPaH3UTHbIRA IP-...
[I;l] YNpaBnAlolne COBAMHEHHA . .
[+ HewnzsecTHo SSL 6TCP 443 36542 10:13:30,09 Hoa6 2.. 5 2069 62 - MponyweH OTKPLITEIA TPaH3UTHLIW IP-..  Main Inter
[« HeT gaHHbIX HeT gaHHbix 6-TCP 443 36542 10:13:30,09 HoaG 2.. 13 4812 62 - [pONyLLEH OTKPLITBIR TPaH3UTHBIR IP-..  Main Inter
v [ HemssecTHe SSL 6-TCP 443 36542 10:13:30,09 HeAG 2., 1 74 62 - TpONYLLEH OTKELITBIR TPaH3WTHBIR IP-..  Main Inter
[« HeT aaHHbIX HeT aaHHbIx 6-TCP 64537 9991 10:13:31,09 HoR6 2.. 4 208 60 - MpoNyLEH OTKPLITbIA NOKaNbHbIA IP-n... ALL
W [e HeT panHbIxX HeT nauHbIxX 6-TCP 2416 9991 10013:31,09 Hos6 2. 2 104 60 - MpOMyLLEH OTKPbIThIA NOKaNnbHbIA IP-n... ALL
+ [« HeT gaHHbIX HeT gaHHbIx 6-TCP 2374 9991 10:13:32,09 Hoa6 2. 2 104 60 - MpOnyLLEH OTKPbITLIA NOKaNbHbIA IP-M... ALL
[« HeT gaHHbIX HeT gaHHbix 6-TCP 50653 9991 10:13:31,09 Hoa6 2. 3 156 60 - MponyLLeH OTKPbITBIA NOKaNbHbIA IP-M...  ALL
[« HeT gaHHbIX HeT gaHHbix 6-TCP 50652 9991 10:13:32,09 HoRG 2. 4 208 60 - MpONYLLEH OTKPLITBIR NOKaNbHbIA IP-M... ALL
V[« HeT ganHbix HeT ganHbix 6-TCP 55218 9991 10:13:32,09 Hom6 2., 1 52 60 - MponyLieH OTKPLITBIR NOKaNnbHbIA IP-n..  ALL
W [« HeT panHbIxX HeT aauHbIx 6-TCP 55217 9991 10113:31,09 Hos6 2. 1 52 60 - MponyLIEeH OTKPbIThIA NOKaNbHbIA IP-n... ALL
W [ HeT aaHHbIX HeT naHHbIx 6-TCP 56573 9991 10:13:31,09 Hoa6 2. 4 208 60 - MpOnyLLEH OTKPbITHIA NOKaNbHbIA IP-M..  ALL
+ [« HeT gaHHbIX HeT gaHHbIx 6TCP 56574 9991 10:13:32,09 Hoa6 2. 4 208 60 - MpOnyLLEH OTKPbITBIA NOKaNbHbIA IP-M... ALL
[« HeT gaHHbIx HeT gaHHbix 6-TCP 54982 9991 10:13:32,09 HoRG 2., 1 52 60 - MPONYLLEH OTKPLITBIR NOKaNbHbIA IP-N... ALL

ﬁ Pexum knactepa
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ITAK ViPNet xFirewall - mmoa
De30MmacHOCTH ,, 0DECTISUHBAR 1T FE
oDHapy:xeHHe H HeHTpaTH3al[Hio
CeTeBhIX BIOPKEeHHH

TIAK ViPNet Coordinator -
KPHITTOLLTIO3, 0D ecney HEAO I i
i poeaHHe ceTeBoro Tpaduka

TTAK ViPNet IDS — KOMIUIRKC IJId
ODHApPYHeHHI BTOPKeHHH
aHATH3HPYeT ceTeBoH Tpaduk

I10 ViPNet EndPoint Protection —
KOMIIIMEKC 3aIIUTH pa0odHy cTAaHIHH H
cepBepoB, obecneuynsaeT oOHA pyiReHHE
H NpeloTEpallleHHe BETOPA&eHH i, a
TakKxe KOHTPOMIb 3allyCcKa MIPHIo&KeHHH

B v | @

TeT npzsane:

AP AIIIIFI RS A DA DD D DD




NHTennekTyanbHbi aHanm3 yrpo3 ViPNet TIAS

g Administrator v _O_ 0

CeTeBan aKTMBHOCTb [ 15M 60w 24w [T 08.11.202310:33-09.11.2023 10:33 (§ AerocGrosnerme Q)
AnHamuka cobbiTuin
WHionaHenb A
WHopmaums CkaHupoBaHue cetn MopGop naponei Hapywenue nonMTHK TPOAHBI M BHPYCHI DDos 3KennyaTalyua (cepeuachl U
CeTeBan aKTHBHOCTh yR3BHMOCTH)
SEHET LA 2 IDS NS 179 IDS NS 143638 IDS NS 5646 IDS NS 508903 IDS NS 524219 IDS NS 457 IDS NS 8498
HHumaeHTbI IDS HS 0 IDS HS 0 IDS HS 1] IDS HS 0 IDS HS 0 IDS HS 1] IDS HS 0
CobbiTUA A Bcero: 178 Bcero: 143638 Beero: 5646 Bcero: 508903 Bcero: 524219 Bcero: 457 Beero: 5498
CeTeBble Wamenene; A 316.3% WameHenne: A 920.8% WamMeHeHmne A 485.1% Wamenenne; A 900.3% WameHeHne: A 196.9% HameHeHmne A =10000% Wamenenne; A 853.8%
YanoBbie
Apyrue
OTueTbl
IDS NS 43026
IDS HS 0
HHppac a
bpecTPYKTYR Bcero: 43026
OnoeeLueHue W3meHeHme: A 521.1%
WuTerpauua
Cobbitna Y/ I CoBbitiA DS NS [ Cobrmus 1S HS

SKCNEPTHbIE ABHHbIE

YueTHbie 3anucu
Nuuenzua

CGop u oToBpaXeHWe AaHHbIX

AT
: MHL[MLLeHTbI Bcero: 42 IE' He obpatioTaHor: 42 I_-:/' B paGote: 0 D MoareepxaeHbl: 0 I_-=a| He nogreepxaeHbl: 0

El] JypHan ayauta

34 09.11.2023




Mpumep opraHM3aLmm 3aLnTbl UHPOPMaL UK

Yranennr1it opue ITAK ViPNet xFirewall - muto3
| 0€e30I1acCHOCTH, 00ECIIEYH BATOII M
Oo0OHapy’KeHHEe W HEUTPaIIN3aIIHIo
CETEBBIX BTOPKEHUI

H w ITAK ViPNet Coordinator -
KPHIITOLLTIO3, 00eCIed MBAIOIIH it
=) mppOBaHKE CETEBOTO Tpaduka

.: s ITAK ViPNet IDS — xommiexc aiist
VPN rocT N\ J) oOHapyKCHHS BTOPKCHHH,

aHaJIM3UPYET ceTeBOH Tpaduk

Tpanuya ce}+zu

I'naBHbIii 0puc

T10 ViPNet EndPoint Protection —

\,_\ s KOMJITIEKC 3aUThl pab0YHX CTAHIIHI 1
< § r LI CepBepoB, o0ecreunBacT OOHapyKEHHE
- Wurepuer 3 1] U MIPEIOTBPAIICHHE BTOP)KCHHIA, a
B § 7{5)_ T ] N TaK»XKe KOHTPOIIb 3aIyCKa TPHIIOKEHU I
S ) :
~ ITAK ViPNet TIAS- kommieke,

0) NIpeTHA3HAY CHHBIA JUTS
aBTOMATHY€E CKOT'O BEISIBIIEHUS

VHIMIEHTOB

@ KonbpuaeHnmanpHas
M

Cepsepbl HHpOpM ALK

(kopmoparuBHblE€ CEpBUCB) i ——————-— [ToToxu napOpMarmn




KnbepnonnroH AMPIRE




Cnacnbo 3a BHMMaHue!




